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(57) Abstract 

An information distribution system provides information to a user, when the information corresponds to criteria individu- 
ally selected by the user, and then charges the user only for the selected information thus provided. Encrypted information pack- 
ages (IFs) are provided at the user site, via high and/or low density storage media and/or by broadcast transmission. The IFs 
selected by the user are decrypted and then printed or displayed for viewing by the user. The charges for the IFs thus displayed 
are accumulated within the user apparatus and periodically reported by telephone (36) to the system's central accounting facility 
which issues encryption keys. The encryption keys, used to decrypt the IPs, are changed periodically. If the central accounting 
facility has not issued a new encryption key for a particular user station, the station is unable to retrieve information from the sys- 
tem when the key is changed. 
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INFORMATION- DISTRIBUTION SYSTEM 



BACKGROUND OF THE INVENTION 



The present invention relates to the provision of 
information services to multiple users and^^ specifically, to 
a method and apparatus for distributing information to users 
in the field and for accounting financially for the 
information distributed to, and selected and received by 
each user. More particularly, the present invention relates 
to the provision of a protected archival databank at the 
user site which permits rapid selection and retrieval of 
information. The present invention also relates to the 
provision of information distribution services wherein an 
alphanumeric character stream containing up-to-date 
information is serially broadcast to users in the field for 
selection by each individual user. In addition, the present 
invention relates to a method and apparatus for providing 
users with up-to-date information in a "seamless" manner 
from both an archival databank and periodic updates which 
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are either broadcast or transmitted by storage media. And 
furthermore, the present invention relates to a method and 
MppataittiiAE^r- ^ the access to 

information by a plurality of individual information users. 

Various information services are available which 
provide individualized up-to-date information to a user. 
For example, electronic mail services are available via 
"telephone lines tb:..ttkersu.df':comp terminals. These mail 

services are based, financially, on either a flat rate 
subscription or, like dial-up database search services, a 
user fee which is dependent upon the amount, time spent ane 
type of: 'datia ■p^rovided-W^tfie" -iridividiikr ttser . However, 
I •thBs.i:-i.BleG-it^6nid '-ida'iF^afiai database^ sfe^rtih- seifvices are 
costly: t?:eeahise :^tKe-s infbrmatioxi' transfers tie up 

;ee?ntral "compiiter^^-^a^ aiid- tei^hbn^' Ixries . 

: V.:; ^ ■■t\': Otheri:curren1^ :inf ooaai^dh ^"3^ a 
; r stream :of .;ihfdririatibn- w^ FM, TV or 

' ■ satefllite^:t:hctriii^li via cabled dir "^l^trbi^ radiation. 
v> ; :Fdr> exairiple^; ^cdntihuous^ w^ broadcasts- arid^ sales 

^ . information provided by' retail merdharitS' a^^^ to 
cable; subscribers ^^f or a: f lat^:f^€iv' 'Algc)>- -std(i:k quotations 
: • broadcast^ on aii FM> sideba^nid - freqireh to 

.^persons having spedialiy-^£tdapt^d receivers -Furthermore, 
i'-^q weather and^navigatioirx infdrmaLtidh :^a^ by D,S, 

^.:government FM . broadcast- • stations, -oii specially assigned 
■■frequeincies.> 

Government weather and navigation information services 
are supported by public f\inds. However, the cable TV 
information services and the stock quotation service must be 
supported by charges to the user-subscribers. Cable TV 
service, like the telephone, can be disconnected for non- 
payment, but the charge is a flat rate for all subscribers. 
Broadcast information services, such as the stock quotation 
service, cannot "unplug" a subscriber in this way. The 
information is therefore available to any user who has a 
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suitably adapted receiver, whether or not they have a 
subscription to the service. 

In considering information distribution services, it is 
helpful to distinguish between "archival" information, as 
may be contained in a large databank, and current, 
up-to-date information, which may be distributed in a serial 
data stream by telephone line, cable or RF broadcast, or via 
inexpensive storage media physically sent to. the user. The 
former type of information has classicly been made available 
from large, on-line, computer databases and distributed by a 
time sharing system which may include a local area network 
(LAN), telephone lines, duplex cable, microwave or satellite 
transmission lines. With the advent of high density storage 
media such as the compact disk, it has become convenient to 
furnish significant quantities of archival information on 
compact disk read only memories (CD-ROMS). CD-ROMS, and 
other similar high density media can be supplied to users 

■■i< 

via the U.S. Postal Service, United Parcel Service,, Federal 
Express, or the like. 

It is presently the practice of information providers 
to charge a one-time fee for the information stored on such 
high density media. The charge for a typical CD-ROM 
containing, for example, the entire works, of Shakespeare 
must neces'sarily be prohibitively expensive to many users 
since the entire value of the information has to be 
recovered at once. This high initial charge has the effect 
of limiting the number of potential customers for such 
information, thereby reducing the user base upon which the 
information cost can be amortized. This has the effect of 
maintaining the information charge at an inordinately high 
level, a "Catch 22" situation which is disadvantageous for 
both the information provider and the user. 

The provision of archival information via high density 
media which can be read at the user site leaves open the 
question ox periodic updates of current information. The 
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high aerisity media tiemselve^ are , top, expensive to be 
frequently replaced -by media containing the current updates, 
, ^5®. such updated media necessarily required. It Is 
k issue ■leditions" of it^he archival storage 
media te.g. high density CDtROMS) at longer periodic 
■ihtervals (e.g: yearly) and to issue incremental updates to 
; ;this distribtitad databank to maintain. its currency on a 
'■frequent iiasis (e.g. / daily, weekly , or m^^^ . The 

■ ctoeatV update infoi^atixjn^ can be suEpii^«i;via telenhone 
lines - broadcast ch^neis ip„ density media 
such ^as -magnetic tipe ^or f^ f requently as. is 

', ''^'^'^''.^^^ '^^,^°^^tiP.n contained on these media may ' 

■store^-'iri :tfte;usej:' s' s^^^^^^^^ ^^^^ 

■ m6ino±y or ■ b|it icar':reaa7writW'''m^^^^ .' " ' ^ ' 

' ;^:.^er ;>eki^K%d: r^^ fr^i!!*his repeatedly 

updated- aatabanfc'it^i provide.'a "seamless" 

■sdurde ;^£;^*^anatioh- so':t:ha^^^ u^er" need npt know where 
the information-is actually:storedv:;in.,s^^^^^ system, the 
type and nature of the storage medii are said to be 
"transparent" to the user, who only sees the entire, updated 
^^^^^[^^'^ "^^r /'^o piB^ user, t^ the two types 

of ihf btmatibn' described;, above namely the. archival 
databahk st6red;-l6caily on a^^iiigh density media and the 
curfeht, updates stbred"!^ density media, are 

preffetibly indistihguishable. ; ' '" " ' 

SUhsAkY OF THE iEN^NTION 

'''^^ ^^^'^ P^^^^^'°^:j^«=t'or i^^ invention to 

provide k low cost/ jier^onalized ihf^^ service. 

- It is aiibther bbjedV of "the ^i>r^^^^ to 
distribute- vast qudrititi^k 6f ^ii^^cikiati^'to a'user site, 
both as an original, one-time archival databank and as 
periodic updates oh' a ' cohtinuifig' basil. " ' 
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It is another object of the present invention to 
provide and maintain a local databank at a user site which 
may be accessed by the us^r, as desired, in a seamless 
manner . 

It is a further object of the present invention to 
provide a periodically updated databank, on. site to a user, 
so as to minimize telephone usage and central computer 
processing time. 

It is a further object of the present invention to 
provide a system for financial, accounting of information 
distributed to, and selected and received by a user. 

It is a further object of the present invention to 
provide a system for accounting financially for information 
distributed to, and selected and received by a user, which 
permits a user to conveniently "charge through" the use of 
the information to the user's separate accounts, or .clients. 

It is a further object of the present invention... to. 
provide a system for distributing information to a user 
which is extremely secure from attack and tampering by a 
third party and/or by the user him/herself. 

It. is a further object of the present invention to 
provide a system for accounting financially for information 
distributed to, and selected and received by a user which 
accounting system is extremely secure from attack and 
tampering by a third party and/or by the user him/herself. 

It is a further object of the present invention to 
provide a system for controlling and monitoring access to 
information by a plurality of individual information users. 

it is a further object of the present invention to 
provide an information distribution system which has certain 
information storage capability of its own but which is 
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ckpSbie of obtaxning inforiiia^^ outsid^. sources such 

ais a ibcai area 'network (LftN)/ file server or , "a dial-up 
■ database'. ' '''' ■ - 

These objects, as well as further objects which will 
become a^ij'ai^^ht frditi'the disdussion that follows, are 
• ' acffieved,--iefe6rdih^^ 1:he pres.ent^^'i^^^^ providing 
' at - the usef"' site: ' ' '' ' 

(a) a first, protected stpr age device, such as a high 

[^..'^^^^^'^^^^^ storiiig information 

' " fot's'ubSTSqueht' selection' and r^^^^^^ 

(b) a second storage device, such as a random access 
■mdioiry ' (Rail) h'^^^^^^^ drive, ; for' 'storing informati to 
'B^ rfeceiVed by the'iiser;'' "' -' • 

a' devidg ; such ' as a programmed 'microcomputer , for 
selecting -and- t^ttieivihg ihformatidnirom the first storage 
device and for transferring such information to the second 

■ -sfcoragd- devicS; and '"' '- ' ' ■' ' " ' ' '' 

(d) a device, sucK^as the "af^^^ micro- 
compiilie'l:, idr a^cdim'ulating'u ¥or''-the information 

transferred to the second storage device so that the user 
can b6 dhaii/ged for the particuiai: information that is 
'received and- useid^""'^'-'''-''-^ -■ ■ 

■ ''Cbrice^tilillyv €Hk i-^coha stora;ge device thus becomes 

■ tHe-"b6nduit'" f b^' Monitbtih^^^^ us4 Jf infb^ktion: both 
archival and update information. All information placed in, 
iiid' pasMin%- tiirbu^ii -'this 'conduit 'is charged to the user. 
■•After plkei^ tHfe'- s-fel6dt^^^ information in this second 

---storage- 'd^vibd^-yie-^'u^^^ be supplied to a 

hard copy reproduction device such as a printer, to another 
cbAi^ut^F via ah' SCSI' b^^ Ibdal - area network, to a remote 
iocatrbH- via a t^lephbhe ixhe, cabi4 or bth^r' transmission 
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link/ or even to another storage device, such as a hard 
disk. 

The charge for the information selected. and retrieved 
from the first storage device and placed in the second 
storage device may be based on the number of alpha- 
numeric characters, number of words, or some other unit of 
measurement. Preferably, and in accordance with a 
particular feature of the present invention, the use fee for 
the information is based on a so-called "information 
package", hereinafter sometimes referred to as an "IP". 
Thus, the information stored in the first storage device may 
be arranged, and is retrievable as a plurality of 
information packages (IP's), and the user is charged; in 
accordance with either a standard use fee for each IP, or 
in accordance with a specific use fee associated" with:. 'each .. 
different IP that is transferred to the second storage 
device. To facilitate the charge by use fee, each IP is 
preferably provided with a "header" portion of the., package 
which may include such information as its identification 
(title, author, publication date, abstract and the. like) , 
its length, and the specific use fee associated with that 
IP, The header identification information is useful for 
search purposes as well as to permit a user to scan the 
subject matter of an IP before selecting and retrieving the 
entire IP, 

The user fee charged for each information package that 
is transferred to the second storage device may thus be a 
specific use fee associated with the respective IP.; a 
standard use fee for each IP (irrespective of the identity, 
type or length of the IP) ; a class-dependent IP which is the 
same for all IP's of a common class, but is different for 
IP's of different classes; and/or a length-dependent user 
fee which is determined by the length of the information 
transferred to the second storage device. User subscription 
fees may be charged to cover all or a portion of the user 
fees charged for information of a certain type or class. 
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In accordance with a fiirther feature ..of , the present 
invention, the first storage device contains both archival 

^^-^Jis^itted to the. user either on a 
ohe-tinie basis or at repeated intervals ;that. . are relatively 
long in tiine (e.g. one year) , and current , update 
iniorfflatibh v?hich is repeatedly transmitted to the user at 

.^^^^^.^^^^^ short intervals of time (e.g^ .one day, week, 
mohth or the like ) . The _current inf orma^io.n ,,*" which 
■comprises updates to th^ arcHval inf opation may be either 
contintibusly or iiitermittently trans^Jted a central 

. ^ ^^^^^ Of . Vser stations' aj^ locations 

as' a serial data stream or prcivided via' inejqpensiva low 
density-stbfag^ medial' ■ ...'i-v- -- 



. : !. i. ' . . '! °P.??-'^^y® :1to3eiec^ data from the 
' '^^^^^..^^^^^ br iow den^ selected data 

■-^■y- '^itMi xti- tiik first storage device (if it is to update the 

'* ■' ^^5^^^^^ (if it is 

'. ■ . ^° ^^Vf^^^^]i^y^^'P. V ^tatiqn ,'also accumulates 

.^^^^^^^ inf drihatibn corresponding ' tp , the s^l'ected information 
that- has- been ' iifeciplierea' and stored ' 'iin ihe ' second storage 
' ' - device (protected ihiormation. stored' ifi the second storage 
••■ ■• •• devifce will fiot billed for' until it' is. decrypted) . In 
this Way,' the useir can be cWrged' fdr'' the ""particular 
inf orma:ti6ri that wa^ ' selected , received and used . 

According to still another feature of the present 
ihvention,' th4'' first, protected storage device includes one 
mbr^ - of ^- a ' dD-^ROM';- ' a " h'ard magnetic ' disk magnetic tape , 
■ ■ bptrcal-tage,' electrdnic paper and an optical ■ 'read/write 
■ membr^. • The- s^ec^^ o^. ^^^^^ ^ 

random acceik' memory '(RAM) , such/ as a semi-cohductor dynamic 
■EAMj and a hard disk 'niemdry. ' 

■•-'-Accdrariii'^ td -Stiil 'ahls'lili^r ■''feature' of" the' present 
•invention, the accduiitikg fuiictibn d£ the information 
•distribtitidn ^'systfem •i;i''iMi>l6men%'^'' by" a' device i such as a 
•'key- pad, fdr entering a usef-speciried account 
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identification. In addition ^ the device for accumulating 
use fees is made capable of storing this account information 
in association with the identity of an IP that is 
transferred to the second storage device (i.e., information 
for which a user fee is charged) . 

According to still another feature of . the present 
invention, the archival information . as well. as the current 
information updates which are stored in the. first storage 
device are encrypted to prevent access to this information 
by unauthorized persons, including users who are deliquent 
in payment. 

According to a still further feature of the present 
invention, the user apparatus includes a telephone line 
interface, such as a modem, and is operable to transmit the 
accumulated use fees via the telephone interface and a 
telephone line to a host computer at a central accounting 
(and billing) office. This host computer is presumably 
operated by the information service company which . provides" 
an distributes the information to the users . and keeps 
financial track of the information selected and used by the 
users. 

The transfer of financial accounting information may be 
automatically initiated, or initiated by a telephone or 
broadcast inquiry by the information service company- If 
automatically initiated, the accumulated use fees may be 
transmitted spontaneously and periodically at prescribed 
intervals. Alternatively, or in addition, the accumulated 
use fees may be transmitted spontaneously when the 
accxmulated fees reach a prescribed amount. 

As is indicated above, the first, protected storage 
device may contain both archival and current, update 
information which is available to the user in a "seamless" 
manner. To acquire the current, update information, 
according to a still further feature of the present 
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invention, the system further includes a broadcast receiver 
■" ^^^f^^^^^y'^!^!^^^^!:!^ ^?^«mitted .from 'a' remote location 

aiid f br • 'stasiih'gT ■the * transmitted " 'i^iEqimatioa * in the first 
■ storage device. " This 'broadcast receiver may".' an RF 
receiver, f or eiampie , for receiVing information broadcast 
via satellite or by a local broadcast station from the 
• remote 'ibcatioh.'- 'iijiefer ig transmitted 

-during the vertical BlMkihg inteinr^^ signal 
■ ' °^ sideband in'^ accbrdaric^ 

■principles krid; usihg 'cbmmerci^liy . avai equipment. The 

^^'biroideast refceiver may aisb 'prbvide a' calsie interface for 
information which is transmitted (broadcast) via cable fror 
the remote location or from a local satellite receiving 
'■-'statibri;'" -■ ■ 

A'ccbrding te' stili ahbtiaer ' feature of present 
invention, each ' IP ' receiveci f rom the remote, location 
includes' ah' IP-idehtifying header which facilitates the 
'selectibh'b'if' that information 'whibh should "lae stored for 
• ■ f uture-'-iise ' ih the' first 'storage' device':'' Fbr'example, this 
' ■■ header- ma^--!^^ the IP, "''or the class or 

type- of - the 'IP . -' ''fh addition", the header ' may contain an 
abstract of the IP which can be tested for' ]cey words which 
are of interest to the information user. If an IP is 
s'eiected fbr Stbtage, it may be stored '"'on electronically 
readable, hi^h •vblume media such as" a 'hard disk, floppy disk 
br streaming tapel 

Accbrdihgr- "tb stiil anb'-feher ' feature of the present 
■iriveiitibh,' the IP' s stbr'fed' Tfi' th^'' first ^ device each 

■iriciudfes ari-uhique IP' idSntitier, siich' as 'an '"identifying 
title, author ahdsburce' citation of ah "identifying number 
code. The accumulator device stores the identifier of each 
inl'' that i^'-tfan^ferr'^d tb the ''sfecbhd storage device. This 
■ ■■ IP'-' 'idehtifi-er inifbtid^tife bah' be li^ to the user 

a;hd/br •cah--be transmitted Via'' a tferephbhe line to a host 
'cbriipiitef kt a c6ntr'ai acb'bufttiii'g' office ^o tK^t use 
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statistics may be compiled and payments may be made to the 
creators of the respective IP's. 

According to a still further feature of the present 
invention, the accumulator device encrypts the information 
stored therein, such as the accumulated use. fee information 
and the IP identifier information, which is transmitted to 
the central, host computer.. Such encryption makes it 
difficult, if not impossible, for a user to fraudulently 
change the IP use information so as to reduce the user fees. 

According to a still further feature of the present 
invention, the system includes a keyboard or the like for 
entering the personal identification code (PIC) of- each 
system user. By requiring each user to enter a PIC, the 
system can control and monitor the information distributed 
by the system. In particular, the system stores the PIC in 
the accuiaulator device in association with each IP 
identifier and user fee corresponding to an IP transferred 
from the first storage device to the second storage' device. 
A record is therefore kept of the identity of each IP 
obtained from the system and the identity of each user who 
obtained that respective IP. 

According to a still further feature of the present 
invention, the system includes a device for storing the PIC 
of all users who are authorized to receive information and a 
device for comparing the PIC entered by each user with the 
PIC's of the authorized users and for enabling the operation 
of the system if the PIC entered by a user is equal to a PIC 
of an authorized user. In this way, the system is capable 
of limiting the access to information to only those users 
who have previously been authorized. 

According to a still further feature of the present 
invention, at least a portion of the information stored in 
the first storage device is encrypted and the system 
comprises a device for decrypting the information selected 
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and retrieved^ A^^ or in adiaition, the first 

storage device can include'a mechanical or electrical 
"lock" , or some otJier conventional, s device, for 

• 'pte venting -the i^^^^ ^^^^ 

• ariybnfe ol^kr than^ an' autfc The lock preferably 
, . V^"^^'^*^^^ a ■mechahicai or eleqtricai "key" to which only an 

authorized user has access. 

• Similarly,- a:t least a portion of the information 
redeivedbythe receiving device is encrypted and the system 

• '•"''.^'"^^^ ^ '^.^.^^yPti^g; that information, received 
by ■ the redfeivbr , which- is' selected and retrieved. 

•As a consequence^ oie^ H^^^^ 
device^, - as dfesdribe;^-' aLovs, the information transmitted, 

- -received -aiid/ot -stbi^eci-b^^ th^iy^^ni; remkins^^^ s aaainst 

unauthbrized ■ use' airH '^^^^ ' 

" • '- "-'AccofdiLhg' tb a;^ present 
inve£H:bh, -th^;sy^tSftf^inb^^^ such as a printer 

• ■■ or f ackiihile iftSChiiier f or prbdiicing'l user-visible copy of 
the ihfotihatiort'-tr^nsf erred to" the' se device. 

According to a still further feature of the present 
invention^ ^the system iiiciudes- a tei'ephbne line interface, 
■ third -storing ieific^'-kM r idev^ce ^^^r ^ 'trailing a remote host 

- ebihputer ■ Via "thei ^telejiphiihe ' line interface ' and; requesting 

• trtosfer of s^lebted ihform^tibn from that host computer to 
- the third storage device:' -Pi^i^^^^^ system also 

-ihcludeis a a4vibe;^for stdrihg? i tfiii^U^ti^ record of the 
- information -tirahsf erf ed frbia--the"'hb'st"^okputer to the third 
■■ storage device; ' . , 

If the information transferred from the host computer 
as ..arrahged--in- a--pluraii^^ IP's"," the •'transaction record 
■can include the identity of each IP that is transferred to 
a; the^. third citbfage 'device . ' If the host cbiriputer includes at 
least dhe database, the' tirahsactibh -rebbrd' can'' further 
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include the identity of the database from which the 
information is transferred to the third storage device. If 
the system includes a device for entering a user-specified 
account identification, the transaction record can also 
include this account identification in association with the 
identity of each IP that is transferred to the third storage 
device • 

Preferably, the information stored in the third storage 
device is encrypted for subsequent decryption by the system. 
In the alternative, or in addition, the third storage device 
itself includes a security device, such as a mechanical or 
electrical "lock", for preventing the information stored 
therein to be read out -by anyone other than an authorized 
user. 

According to a still further feature of the-present 
invention, the system includes a local area network. (LAN) 
interface, a third storage device and a device for accessing 
a data storage file server via the LAN interface and for 
requesting transfer of selected information from the data; - 
storage file server to the third storage device, 
Preferably, a transaction record of the . information . 
transferred from the data storage file server to the third 
storage device is maintained in much the same manner. as the 
transaction record described above in connection with 
information transferred from a remote host computer. 

Preferably also, security of the information obtained 
from the file server is maintained by encrypting the 
information stored in the third storage device and/or by 
providing a security device , such as an electrical or 
mechanical lock, for preventing the information stored in 
the third storage device to be read out by anyone other than 
an authorized user. 

According to a still further feature of the present 
invention, the system may be employed to transmit selected 
and secure information from the user's location to a remote 
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Idcatidn/ fb'r^^ a ' teiephone line interface and 

telephone '1^ is maintained of the 

' identity of ail' IP's' that "are^ trans^ferred^^^^^^^ the remote 
Ibcatibh and the accmnuiat^^ accum,yiiates use fees for 

' the^ transfer of this information. Preferably, all 

' informitibn trans in this way is encirypted during 

transmission and decrypted at the receiving end. If the 
information is not encrypted while stored in the system, the 

"' system enefypts to transmission. 

Similar ly, "the system' may be used to receive and 
decrypt iP's^wh^^ are trans^iitted to it from a remote 
location -i^hd^'t^^^ a transaction record of each such 

- ■ tfafisiaisisi&i.''"^ ''-^ ^-''^ ' ^.u ..^.v^. • 

SuAiinarisihg lihe above, the 'uriderlying concept of the 
preseiit invfentibh is d[ist:ribute both ' archival and current 
ihfbrmatioti €b ^ ^' iisef-' 'in a seamless 'manner and to charge the 
useir indiviciiially ' for each' piece" of information { character , 
word/' infBrmatibri'-'p'^b^ or tKe ^liJter'whib^^^^ accessed 
' '-£i:bm d iirbtictid^^^tbx'^g^ ■di\7ice "'at"^€fie' lis er site. This 
' '•^concept' allows the wide-spread distribution of the protected 
ihfbrmatibh (b^"'piKysicai' di^tfibutibn" of high density and 
i6w -^deh^ity stbrage-^Tftedid' a^^ broadcast) at an 

-extremely ' low '^ritry^^cb^^ the cost of 

the service' need hot ' be' re'bbup^^d fee. 

The combination of archival information storage and 

- retr^ietVal' with^ br'ba^^ of the 

i • 'arGhivkl'''aata&^^ aiori^ 'bf ' silgnif to an 

^ irixbrmaitibh' =useir. '* Th^ abili^ tb pirbviiie siich a service 
with a small ' b^f nd ' initial fee' ahid tb'-bharge the user only 
for the infbrinitioh-=actTiaily selected* '•^fbrn the databank - 
" i^e., providing the inf bfmatibn' bh a "pay as you go" basis - 
brings this information servibie Within the financial reach 
of virtually every person or legal entiry that has a need 
''for' the information. ' ' ' " 
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For a full understanding of the present invention, 
reference should now be made to the following detailed 
description of the preferred embodiments of the invention 
and to the accompanying drawings. 
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BRIEi' ' iPESCigPTION^ OF ' THE "PRAWlictGS 

Figure I'ls ' a ' functidnal 1^^^^^ a broadcast 

information monitoring and retrieval system in accordance 
with one preferred embodiment of the present invention. 

Figure 2 is a functional block diagram of a user 
station employed in the system illustrated in Figure 1. 

Figure 3 is a representational diagram of the data 
stream format used in the system illustrated in Figure 1. 

Figure 4 is a functional block diagram of the central 
transmission and accounting facility employed in the system 
illustrated in Figure 1. 

Figure 5 is a representational diagram showing the flow 
of information in the broadcast information monitoring and 
retrieval system illustrated in Figure 1. 

Figure 6 is a representational diagram showing the flow 
of information in an archival information search and 
retrieval system according to the present invention. 

Figure 7 is a representational diagram showing the flow 
of information in an archival information search and 
retrieval system according to the present invention which 
receives updates by broadcast and/or other media. 

Figure 8 is a representational diagram showing the 
block structure and connecting communication links employed 
in the information distribution system illustrated in Figure 
7. 

Figure 9 is a representational diagram showing the 
general structure of the information distribution system 
illustrated in Figures 7 and S. 
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Figure 10 is a block diagram showing the basic elements 
of the information distribution system illustrated in 
Figures 7-9. 

Figure 11 is a block diagram showing the . broadcast data 
reception unit of the information distribution system 
illustrated in Figure 10. 

Figure 12 is a block diagram showing the control unit 
of the information distribution system illustrated in Figure 
10. 

Figure 13 is a block diagram showing the user unit of 
the information distribution system illustrated in-v Figure 
10. 

Figure 14 is a flov; chart illustrating the master:': 
program employed with the information distribution system 
illustrated in Figure 10. 

Figure 15 is a flow chart showing the billing prograiit*"' ' 
employed with the information distribution system 
illustrated in Figure 10. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 

News Service Embodiment ; 

A. presently preferred embodiment of an information 
distribution system according to the present invention, that 
provides personalized news service, is shown in Figure 1. 
News reports, stock market quotations, sports scores and 
analysis of financial and political trends from sources such 
as news magazines, nev/spaper reports and press releases, are 
all collected at a news service bureau or base station 10. 
At this base station 10 they are edited, compressed and 
serialized to form a serial data stream that conforms to the 
transmission format used by the system. Also, in addition 
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tb the ■various -i^^^^^ 12f.'.a "signal from a 

sigrial source 'li is'' also'''periodicaUyj!added to the data 
stream for use in the customer accounting operation, as will 

^^.-^^^^^ ^.'^^H^^,^^^'^- ...I^-Particular, one function 
y oi 'this sigiiai"^^^ 'is"'to' add to'.each block of 

^ ' ihfdrmatibfi tliS' -cost of this block if ;it 'is selected by a 
customer. The data stream is then encrypted before being 
transmitted to communications satellites...l6 . 



•■ Edcfi' eoihmunicaltibns satellite 16 then retransmits the 

.^^T 20 and directly to 

- • ■■ - ' cus'toiifer^ who are Equipped' to receive satellite 

- <ibmmuriicatibiis:= - The lob^^ retransmit 
the compressed and encrypted data as FM side-band 
information or as information carried in .the vertical 
^ hlaim^i^-lntkri7^^ terminals 
30. The- signar received by the customer ' s antenna 26 from 
the satellite 16 or the' local broadcast station 20 is then 
processed by the customer terminal 30. 

' - Tixk^ ti^tdii^ tfeiihih^ ib is"- oniy 'op^^ S key 

card 34 containing the encryption 'code currently in use, and 
any other information necessary to permit that particular 
customer terminal to decode the transmitted data stream, is 
;. ;:Mnsertid..iritb.4hfe- eustomer^^ ^0. For instance, each 

customer terminal may require a code that uniquely 
identifies that terminal -'iio-^e- present -"bn- Wt-W card, in 
addition to the encryption code. Alternatively, an update 
■■• ■ • bf the fencfyptibri-'eodW f&' ^ terminal can be 

^ - -^Supplied -^t^^eribdib itttej^^ >y 't^iepihc^e tr^ 

Fbr::this ^rpb^^ier'^aiM fbi/ b^^^f ]^uriio^^^WHi^''kll become 
■ clear- from the dxsbtfssioh that £bllows;' tke customer 
tBEjriihaa- also irfcliidW^s V telephbWe 'iritef ^^^^^^^^^ modem 36 and a 
^r.vus'er> ^cbritfbr-'ice^ ■ 

' Inside tnebustoin'er terminal 36'i'boimnuni cat ions 
• • -circuit 40, shown' in Fi^ui^e 2, strips the data stream from 
•the carrier signaf trahsmitted 'by the satellite 16 or the 



wo 90/02382 



PCT/US89/03474 



19 

local station 20. The data stream is then processed by the 
security circuit 42, which is controlled by the key card 34. 
The security circuit uses the machine-readable cipher 
information on the key card 34 to retrieve the clear text of 
the data stream that it receives. The key card 34 HsaY also 
provide machine-readable information that controls tke 
operation of the communications circuit 40 so that tiie 
customer terminal 30 may be used to receive more than one 
data signal. For instance, the news service bureau I'D may 
provide an additional channel that carries only specialized 
information such an scientific, medical, or legal reports, 
in addition to the general news channel. 

The- data output, by the security circuit 42 repi^sesents 
clear text, without the compression and encryption tiaat was 
added when the information was transmitted, accompanied by 
billing and statistical usage information which remains, 
encrypted. , The format used by the system divides the data 
stream into blocks of information. These blocks of- 
information are temporarily stored in an information buffer 
44, While a block of information is stored in the -r^ 
information buffer 44, a comparator 46 compares the clear 
text in that block of information . to the key words , and word 
patterns stored in the key word buffer 48. 

Information is input to the key word buffer 48 from the 
keyboard 3 8 as words or as word patterns — such as the word 
patterns conventionally used to search commercial data 
bases, which are defined by combinations of Boolean 
operators and word location parameters • 

If the comparator 46 finds the key word or word pattern 
in the block of text,, that block of information is 
transferred immediately to a main memory 50. If no 
correspondence is found, the block of information in the 
information buffer 44 is written over, once the information 
buffer is full, by the next block of information transferred 
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without being "sived in the 

blocks &f information ' iii' which ' 'the ' ^elected key 
. ^^^f ! ^^o'^nd may be accumulated in 

• the' main mfeniory ^ib ahd'/bf pkssed 'imniediately to one of a 
■■••number of dif feifeht displ^^ archive devices. 

These devices maj? iiibludV one -"br more video displays, voice 
synthesis devices-, tei^;^ak' egiiipm^^^ optical 
:.or magnetic' recbrdiat aivices.' ' ' ' ' ' 

In the preferred ettbbdiriiih't 's^^ in Figure 2, blocks 
of text from the information buffer 44 that are transferred 
^to^^the- maih membry SQ mdi/ Bi^t^i^^^'hY direct memory, 
■access' to a signal Converter '^4 whicH'cH^^^^ 

■^^ASCO^I format In- th^'blbck^^<5f^t:ekt^^^ format for 

■use--byi-a-fac^imiie prihteif ; ' khd tb; an asynchronous 
'data^j*brt- :56.- blMler' farmats/^^s^^ may ^e 

■ lised^ f br '-output'-bf teict anH image biocks . ' ' ' ' ' 



Hi '"'TKe-irifbrm^tibir^^t^ 50 
■ alsb^imultanebWiy gxipplisd to ah accouhtirig processor 60 
^i - ' which strip's -o^f' the' ehcryiited 'biilihg statistical usage 
information' ihblMed in- eith 'sei^ctWd'-'teKt, and passes this 
information to an accounting register 62. The accounting 
register '62:accMulateV' bh^^ niay accumulate 

sifiiple statistics oft the'' types' bf^ -dat^ selected by the 
customer. ■•■Alternativbiy.^statistib b§'''acdumulated and 

• maint^ihed-by-the^ ceiitr^l-kbbbunting-d^^aftm^rit of the news 
service bilffeaLti-'-lO'.' ■ ' ".' 

IVheh a signki from the-' abcb'tihtifi# signal source 14 is 
■ received by the communications circuit 40 , the accounting 

■processor &0 -^receivfes'^a Mignal frbni the ' cbiiimuriications 
: circuit 40 that -causes the" acc6ttntifig -^,r<^d4ss^^^^^ with the 
aid b'f- a modem 66 at the custbmer tetinihal -a'O; to dial a 
• predetermined telelshorie number x^hich may be provided on the 
key card 34 in machine-readable form. Dialing this 
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telephone number establishes a data link to the accounting 
department of the news service bureau 10, Alternatively, 
the customer terminal 30 may be continuously connected 
directly to a telephone line so that all customer, terminals 
30 can be automatically polled sequentially by the 
accounting department to retrieve the charge and usage 
information. Cryptography and/or cryptographically 
protected checksiams are desirable to protect the accounting 
transmission from interception and manipulation. 

In this embodiment the accounting processor 60 is 
connected to a timer 68 which turns on an indicator light 64 
as a warning to the customer that the key card 34 for the 
customer's terminal 30 will become obsolete in a "given 
period, such as ten days. When the customer's payments are 
current, the accounting department will authoriz^ the: 
customer's continued use of the customer terminal 30 by 
issuing a new key card 34 required to operate that, 
particular terminal after the liext change in the encryption 
of the transmitted data. The new card can be mailed to -the 
customer for use when the indicator light is actuated. The 
change in encryption may be announced by a message that is 
encrypted using the obsolete cipher, and transmitted in a 
form that causes it to be output by all terminals still 
using obsolete key cards. Alternatively, the message may be 
supplied periodically, or in response to an encryption code 
mismatch detected in the security circuit, by the accounting 
processor 60 to the main memory 50. 

The message can be a standard notice requesting that 
the customer call the accounting department, or a message 
tailored by the accounting processor 60 to the individual 
account by reference to the billing information stored in 
the accounting register 62. The message stored iri the main 
memory 50 is then communicated to the customer through the 
facsdimile converter 54 or the RS-232C interface 56 shown in 
Figure 2. 
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■ ; ■ ■■ The ericrypi'ipn of the ' transmitted da^^^^ is 

. . circumvent 
' ''^'^^''^^^^^y^^^^sions oM^th^-^fyst^ias. weli as to 

. . . ^^^^y .^P^y^^'l^ts; by customers^';; " ' Thi^ method of 

^ch^gihg the ehcryptidn, and the' use/,of ijidi.yidual, 

■ •^^^rj^'ted^^be^ortirigchanne:!^^ individual, 

• - periodxcally bhanged" k% cards', : provides much greater 

■ '"^^^^^^ for the information distrib^^^^ than has 

■ -been previously avaxiable: ' This ' reduces the risk of 

operating a large-scale information . distribution system 

■ Without ¥.rbmi)t -f£iiancial support by' customers and avoids the 
•hxgh overhead costs o£ (iial-up data seryicesr ' 

- • ' Figure 3 is k scfilmatic UpresenWtion 'of the format of 
the data • stream" transmitted ' by the ' system " in accordance with 
a -presehtiy pref erred erhbodiinent of the ^'i^^^^^ I„ 
• Figure ^-3 '■^•■- ti^^^^ ^^^^^ 

^of-irifbrmatio-n pr^i^^^^^^ (or -fbUowed) by a header section 
■ •eonliai'n'ing-an^addition^l bode' 72' which includes , for 

• ••^•^^■irt^tk^fe^/ thb %t^ ^used'by the news 

- ■ ^ ■ -MefVice- to analyze ' customer ''p^ef ereiices ' or a ' linking code 

••■ that -permits items tlat exceed the capacity of the 

■^>^^- -iiilormation buffer -44 ^^^^^1^^ ^seiebted as a whole, rather than 

permitting the comparator '46- to" select" only part of that 
■fte;;7-s- item. ■.:■ ■■■<• • ^ . ■. 

• ■> The''a;ddltrohaP^^^^^^ 72 is preceded "(or ■followed) by an 
encrypted chatge code 74 Whidh the accounting processor 60 
usfeig t6 accTtoUlMtS ctistomer i^^^ accounting 

^ ^register THg'^dHkir^S cd^^ 74 'is preceded :'(or followed) 

. ■-by.a security-bb'di' ;76-;that pe^^ ^^^^ 
restricted t€, a- partidiilai subset o'f user terminals by 
disabling the' decddirig of the text by 'the' security circuit 
^Z.^-Aiterii^^iV^ii^-gkdii^s^^^ service may use 

: • sepaf ^€#. enteryptibnicey^; 'Ea^ciK i^:^6rinatici^,^' header section 
may include a prefix in the information ID ' code number to 
designate the service. When the key card 34 is out of date 
the security circuit 42 will also be unable to decode the 
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information signal provided by the commxinications circuit 
40. 

Figure 4 shows an alternative embodiment of the 
accounting functions* indicated in Figure 1. . In Figure 4 the 
customer terminals 30 are directly linked to telephone lines 
via modems and are automatically polled by* an electronic 
switch 80 in the accounting department on a monthly basis. 
The accounting computer 82 tracks the status of the 
customer's account and, when payments are current, 
periodically issues the replacement key cards 34 that are 
necessary for continued use of the customer terminal 30. 

General Concept of Invention ; 

Publishers of technical, commercial, and business 
information have fought for the control of royalty income 
since the commercial advent of the photocopier. Ixi the case 
of many of these publications, the result has been a 
spiraling subscription rate that threatens the existence of 
the publications themselves. The present invention makes .it 
possible to change the economics of this information 
distribution system and make far more information far more 
easily available than is currently the case. This invention 
has the potential to alleviate the problems of storage, 
copying, and copyright royalty payments that are common 
headaches for many libraries. If broadcast capabilities are 
utilized to perform incremental updates to a distributed 
databank, the stored databank can be efficiently updated to 
maintain its currency between issues of archival storage 
media. The present invention has the potential to eliminate 
paper handling for specialized journals /publications while 
at the same time allowing archival copies of the information 
to be stored at designated repository libraries. 

As would be expected, the specialized user communities 
have developed highly sophisticated techniques for accessing 
the information in their information sources. For technical 
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• users; these typically involve journal, article title, 
author, date, keywords provided by the author (s), and a text 

^'^^^ftriis available in commercial, 
- cbitiijuter seai^ch dat^baj^ic . The ' legal^ cpinmiwiity uses , among 
olfhers , ' fieadriot4s ' and ci.l;ation trafls.V "as" we.ll as 
" ^o^^P'^^^'e^ ^^ in the 

*^®°^"i=^"^'.P'^^li ,cVimunity.w^re.,new^,.a do not 

^. . prove the older 

■ arti'dlfes 'tb error,' new legal decisipns' and laws can 

" the latter 

. °^?°^^?f": ^°f''f.^"P°^^"5iy./■,the legal community has 

■ dei/sibi)ld • techniques to adapt to' constant changes in the 
law. Organizations having ^:o deal with governmental 
regulations and deques ts"'fd:- p subject to even 
greater information turnover, since this information can be 
•ch^angei By sta^^^ executive ' action , ' Efficient data 
updating is ^itiahdatbry fot; t^^ of these businesses. 

■ reissues 
of th4 ^refet^hce 'databan^^^^ users. 

! i^eguff4^';^\|a^' a will realize 

'^.[^^'.^ "^^^^^^^^l^^^.;^^: "^^f®*^ ' ^"'^ o^'^ain the information 
'•by -oth^r -chaniiiiig/ ih^^rierki-, suS search 'and information 
y'haridli]Sg- td61^--are w^^^ not require a detailed 

disc'usrsi'dfl here:' '' ' ' ' 

'.' 1 .. ". .^^ ^Vi^ .'^pH^P^^i.si ve^ mediupi for 

distirlbtitihg inf6iSAa€i6n,'"asr'a 'theie is enough demand 
, f^^' '^^ ^^^i'^. expenses ."- In'' urbanized areas single 
•■•■sidebscnd FM bi-c5ad6asting;is available- with a' data capacity 
•^■df 'l9V200 M-ud/cha^ .'Such a channel 'has "a capacity of 
•17d--MByt^i/Qay ■■•(26%^' t^^^^ ■ repeats) . 

a large amount of 
.^ven - assiiitiing - multiple.' transmissions 
of stich- infdirttatibh for error ' correction. '''' It is inadequate," 
however, for the transmission of large amounts of image 
■ba-sed*ln^oirtatidn' ^ '-^^^^^^^^ ^^^^^ require ' 

'^'^'^''^^^ ^^^''^^'^^"^ ^^<^ '|^ite:^ images require 
sdnieiwhat ' i§sg storage . " ' High ■"quaiity, ' full page , color 
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graphics require far more capacity, 1-3 Mbytes per 
picture, after compression. In the case of very narrow 
interest/very small niche markets, physical distribution of 
magnetic or optical storage media could be the most cost 
efficient way to update the databanks. Unless: much higher 
bandwidth channels can be utilized, physical media 
distribution may also be the most cost-efficient means of 
distributing image intensive information, particularly if it 
is of interest to a relatively small market. 

The central concept of the present invention is to 
provide a system (method and apparatus) for distributing 
information to a user on a pay-per-package basis .rather than 
a. pay-per-subscription basis, although any desired,imix of 
subscription and pay-per-package billing arrangements may. be 
accommodated. To implement a subscription service-/. ;.;the 
invention contemplates the distribution of subscription 
specific broadcast keys or by having the central accounting 
facility not bill individually for articles that satisfy the 
substitution criteria. The apparatus at the user -site can' 
examine the information package ("IP") header block^^f or vthe 
classification and description information required to 
determine the subscription classification. The . apparatus 
can then decrypt and store any article within a specified 
subscription. Of course, the apparatus can also apply 
additional criteria to IP ' s within the designated 
subscription to automatically winnow the desired 
information. Similarly, free access can be given to a 
designated class of information or archival media by having 
the central accounting facility not bill for articles that 
satisfy certain criteria. It is even possible to combine 
the two billing modes if desired: requiring both a 
subscription charge and a per-package charge for information 
access. This may be done using a double encipherment 
system. Distribution keys can be changed and distributed on 
a monthly basis, allowing paid-up subscribers to remove the 
broadcast encryption from the broadcast information. 
However, access to the information would still require 
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• debryption using'i^ billing on a 

• per-g)acK _ COT^iAed^.Uling could be 
required %of "ace to' archival mate The refusal of 
dedryjition ' by the user apparatus when'its ■ accounting 

, ^ff^^^^. . "r'.'.^^l-f PJ^' when/i'^ specified ' time has passed since 
the- aast autliorization, cW' prevent a user from abusing the 
'•■•systi^'l ' ■' ' '■ ' ■■ 

■ '•'•MBst'inforifiaiu.on research facilities, either private 
*f,."*®."°^ laboratories , ^ law^ f in^ , etc.) or public 

■ •^.'^J^f^^l^^^.t' '^^^^^^^.^a^'^.^Hipii^''' etC'.l ^ . re.quire billing 

^-'■K®'^^^/. project budgets,: or research 
^^^^^''^ controls 
£o tx^k^exji^ndiinir^^ type of cost 

'^^.'^^'^^^^''^'^y^^ theTriforiaation distribution 
' sysfc^ -'^^^^^^ iiiYention, by^^ of a user 

^^^^^-^^^^^'^B^ read 
j^^"^^^^ ^^^^ .^^ of trust in 

^^^-^^ ' -"^^^i"^"^^^ unit ! would record 

boiih the article7ref er retrieyed /'^nd the ^'requestor 

biiiing cod'e/el&ctfonic key number the accounting 
register .•• Thy- mon^^^ institution can 

provide the- billing treakdbwn; Vallo'wing itemization of 
ex^ehses by faillihg codes. A ui4r ' who'did not want this 

■ !i:hf6fihatioh"w6uid' hot to enter "such . biliing codes . Ir. 
essfenc^/ a billihg code is .a' user supplied comment field, 
■ptimdrily $o£ use 'by the user .' '" ' "' 

'/r.^f "^^^^^ tb'-bin- ihaiyiiiualg 'for ' ea^^^^ accessed from 
the'-'databSnk/ iiatastfeam ^ ' '£€' is ' mandatory ' tQ provide . some 
kiiid' df ■settairity so that users are re'^ii-red to' use the 
system the pre^^iit invention to access' the information. 
Since the high or Idw den^^^ 

ilifdrtnatidriL' wili'-be '"ou^ of "physica^^ after 
distri-buti-Oa" into "the -fieidV wh'efe users' 'm^^ the media 

oi: "trdrisf ei: 'tKeif contents to cither 'efkctronic [ storage 
fornia^^ts/ -±t"is-^ pre^er^ble not to rely ^or security solely on 
the- stb'ra'^^ devi'cg ' at the' user site'^' ' While ef fective 
security may be provided by using a storage device which 
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requires the physical insertion of a mechanical or 
electronic key, or requires the electronic entry of a user 
identification number to activate the device, preferably at 
least a portion. of the information distributed to the user 
is encrypted, and the user apparatus includes means for 
decrypting the information selected and retrieved by the 
user. 

The high value of the protected data, the time 
available to attack it, and availability of matched 
ciphertext/plaintext data streams (whereby the ciphertext 
stream can be directly read from the enciphered disk, while 
the output of the decryption device is the cleartext stream) 
provides ample motivation and opportunity for sophisticated 
cryptographic assault. In addition to having to provide 
strong cryptographic protection, the data securitiy 
technology used with the present invention is preferably 
very fast since it must deal with data being read, from 
archival storage devices. Data rates on the order of 1 
Mbit/sec (125 KBytes/sec) are desirable for this 
application. The combination of speed and security- required 
for this market points to the use of dedicated hardware, 
such as a data encryption, standard (DES) integrated circuit, 
for the cryptographic implementation. Intelligent use may 
also be made of data compression and message keys to hinder 
sophisticated search attacks upon the system. 

As in the case of the information broadcast system 
described above, the security of the system billing controls 
and the assurance of the physical integrity of the user 
apparatus should be maintained. Controls to prevent the 
undetected alteration of phone line communications with the 
apparatus, or user modification of the apparatus itself, 
need to be very strong, since this is the easiest route of 
attack upon the system. It should be assumed that an 
attacker is monitoring all telephone communications and can 
interfere at v/ill with the data stream on the phone line. 
This makes desirable the use of strong cryptographic block 



wo 90/02382 



PCr/US89/03474 



28 

cddekwith error correcting coding to transmit commands to 
£he ilser Apparatus froiii the centra abcotinting (billing) 
office, afid cryptbgraphic ch^^ information 
se£t from tJie user apparat^ to the central accounting 
office While the decryption"key"'in ^ach unit accessing the 
■ same informatioh will ie^'tlie" saiae, individuai user units 
will have their own individual identification numbers and 
commxinications keys. 

' Bill ihg • protocols aire ^ also ' preferably used prevent 

abu^e bf the' system. *^ " T^ would contact the 

' cfehtrai billing office oh a regular schedule and/or when it 
atcoxiritiiig unit h4s' crossed a' set threshold. The user 
• - app^aritus 'wili hd-t be'aiile ' to^^deci^^ if it& 

\ ac^crouritihg^-f^gis^^^^ full br " its internal clock is past a 

■■■->s&i^ tiine, <^ispi^yijrig''a message central 
• billing if it is "'to provide further access to the protected 
- ■ • 'iiif brihatidri^^^ tipbri coht'ac^:ing the'^ c billing system, 

the -u^er 'apparaLtUs^ d of IP ' retrie and 

' ■ deciphered' ari^ if ^ny, and a 

■ ^ ''Gryptbgraphib chdbksuffi' block fd^ veri'f^^^ billing 

information ' was ' not' interfered with 'Uihce an attacker could 
easily 'interfere with ' the- bdmniuni'catibns ' oh the telephone 
lihe)^^- Af t6r '\re±i^yih^ the iil^^ the central 

biiliiig ' of f ice clears- the acbburi^^ the user 

apparatus , knd reldad's subscription * and' ' broadcast keys , 
allowing the user apparatus to select, retrieve and decypher 
a:d:diti6nai IP''"^/ ' •boftimimica^^^^^ from the central billing 
office to thfe user^' apparatus ' arb also protected by 
eryptbgi-aphic ^tbtBicdls^ ' ' • ' ' ' ' ' 

' ' •' To* pirevefit echo attacks sind frustrate crypto-analytic 
assault iipbn thb 'user af^jiairatuy command chaririel, the central 
biilihg-'oxf ibe"'prfef btably g^^ i random niimber (at 

•l§ast* 8 bytes Ibn^) 'and^ jstlpiiiy it' td' the' us^ in 
the 'header bldck ' of itd eixchangfe.' A message key is 
gi^rierated =by bndipherihg the supplied random number with the 
iheiiviaual 'user ^appaLirattij^ cdmiiiuiiicatidns^'^'^ both the 
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user apparatus and the central billing office know, using a 
strong block code as a transformation- unit. The resulting 
block is used as the message encipherment/deciphennent key, 
Coiranands and instructions, such as "clear the accounting 
register", or for reprograinming of the user apparatus, are 
then transmitted to the user apparatus after encipherment 
with this message key. It is very unlikely that anyone 
would break such a system, which is comparable in security 
to interbank money fund transfers. The attacker ■ s knowledge 
of the random string that was enciphered to obtain, the 
message key would be of no use. The individual user 
apparatus encipherment key would never' be transmitted over 
the telephone line. It should be noted that all : 
communications are also preferably protected by error 
correcting codes to minimize communications errors which 
would invalidate these exchanges. 

The text portion of stored journal articles, government 
regulations , or legal reference material exhibit 
considerable similarity in the language from one article/ . 
reference to. another. This allows for specific andffvhighly^ • 
optimized data compression techniques to be applied to the 
stored data. In the presently preferred embodiment of the 
invention the following scheme is used for English text: 
128 common words and grammar structures are encoded in one 
byte, with the 8th bit reserved as a flag to denote the use 
of two-byte encoding. The text is transmitted by first 
transmitting the message specific dictionary, followed by a 
block of 8 and 16 bit pointers, which point to common words 
(8 bit) or to common or message specific words (16 bits) . 
32K words can be encoded v/ith this scheme before exhausting 
the dictionary. These words can be distributed as desired 
among a fixed dictionary and a message specific dictionary. 
The choice of this distribution is subject to tradeoffs as 
to search efficiency, fixed dictionary size, and message 
dictionary size. For example, 24K v/ords can be stored in 
the common usage dictionary with 8K words reserved for 
message/article specific vocabulary. The cost of this 
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approacH' rs" m'e^ the memory 're'ciuireirieht for the reference 
dictidHafy;"-^ average^ length' of ' a. word 8 bytes,. 192 

Kbyte'k'- atfe'^'iie'eded to' 'stof e^'Bie c usage "dictionary • 

' ih 'kh eniiaridement^ of the information distribution 
system^' a^dbrdihg' ' to* the' present' invention , ^ it'* is necessary 
-to ihclud^" cbtiimdnd codes "to instruct the ^ system that 



'data" or contihiibus tone images are starting, 
hbtifyirig the^ 'iystl^m of the appropriate "'image 'type so that 
ttie' apjpr6priate'''de(e6m^^ be applied. It 

■is-^aisd possible to define shift cha^^ that unique 

bhairacter Strings' caj^* Be "1^ plaW rathei; than being 

placed ih the' mes''si%^^ Such embeddings 

^^boiild dfesifkbl^ f b^^ th^ iriclusibn o^^^ tables or 

btt'^r^ unstructured^ data' 'items , which would not" be subject to 
use as search •terms/' Ntmer^^^^ compressed 
from its ASCII representation since any individual decimal 
bir-He^adebim^^^^ ^ 4 j^^^ "nibble", 

■ aliciWing-a^ fa^ ih packing density. 

Archival IhfoTa^tibri' bistri^ iyWem ' Embodiment : 

: Before^ cbh^ide'rihg de the' system architecture 

-iW -is impbrtaiit tb revieW' -Wfe %rictibh^' it upon 
-tb^ E^e^fbrmV FoH^^ the ihf c^ifraatibh * f during 
■prbbesfeing ^i^ a good Way bf seeing hbw' itJie functions 
' partitibh in -the tiser apparatus:'" A Bks ic ^'f low ^ chart for the 
^ user- apparatus, wiieii used '^s a simple b:i:badcast data 
' receivdt'^ dntf ^filtei, i's'ihbWft in 'txgure's/ Data is received 
by thfe ^bioadc^st^ receiver; which' d^oSilites it, providing a 
digital--data stream tb th^-^d^brj^t'and^'^ecomp^ module. 
After cbi:fcectihg for tr^n3hi£ssioh^ errol^s the data is 
d;eci^>hered/^^ Tf-the text m^tbhes the ''desired Search 
^ criteria;' tJie'^rticW^ unfiackeci, the billing 

--ihfdrihatibh^'i;s= entdrSd-'intb'^thi Accounting (billing) 
•rega-ster, ■ ahd-the arti is read' ihtb the output buffer for 
user '" printing * or ^'b^ u^e: ' ' • ; • •. ' 
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The corresponding flow chart for the user apparatus, 
when used as an archival information retrieval unit is given 
in Figure 6, In this case the protected archival 
information is stored on high density media in conjunction 
with unprotected information. The unprotected information 
provides the primary access means for the protected 
information, comprising the indexes, abstracts, headnotes, 
citation trails, titles, and the like for all the protected 
information. The user normally uses this information to 
access the protected information. If necessary, the user 
could decrypt the IP and conduct searches on the full text 
of the article, but this is not likely to be common or 
necessary. Once the user has chosen an IP to access, the 
user {more particularly, the user's software) loads, the 
enciphered IP into a buffer storage and instructs the user 
apparatus to decipher it. The user apparatus then: enters 
the identification information into the billing register, 
reads the enciphered IP from the buffer, and writes the, 
deciphered IP back into the buffer for the user to. access 
it. 

Figure 7 shows a flow chart for the more complex 
situation where stored archival information is coupled with 
updating and broadcast search and retrieval; i.e. a 
combination, of the two applications shown, in Figures 5 and 
6. In this case, the archival information can be updated 
either by information broadcast or by physical media 
distribution. In either case, update information is stored 
in a buffer unit, probably a hard disk or read/write optical 
storage unit. The user's search software accesses the 
buffer unit before accessing the archival media to determine 
if the information in question had been updated and, if so, 
to obtain the current information. In addition to allowing 
the updating of archival information, rhis application 
allows the search for and capture of information that meets 
chosen search criteria, as shown in Figure 5. Because of 
the substantial storage resources that are available to the 



W6 90/02382 



PCr/US89/03474 



32 



• ^se-r unit in this" sita-^tiori'/' captured inf ormation can be 
ea^iOiy stored f or ' l^tef' 'Manip^^ and use* " 

' it'ktiouid be 'nbted kere that, with 'the* exception of 
s'earchxitg- for' Words or terms within the enciphered 

• • information- se-ctidn, the search on datafaanks is performed by 
- user softwafe; ori the user haf dware'/" ' The databank is 

• "indexed^^ to -sii]Dpdrt - th^ tifaditiohar search" teci^biques used by 
■ - the-bohSitiindrs-^6f '-^^ (tdtleV' aistrac^^ author, and 

^^k^yword ' in^ tectifiickr'w trail in 

legal pubii^iiing; etd) .'^ ;^he^ ^ have the 

■ abs trac ts/headhot^s / ' which ate ' in ' clea:^text ' in ' the databank 

-indexed in 'se|iarite"indiex 'flies^ word or 

term -searches' at^^pe^ds^^ £ar ih ex^^^ qf 
■the- system 're ttieVal^ "61)%^ itself. - "-^ - 

.1.:, The -'three \priric apparatus, 
' . whibfi-wiil-how ixer^ described ^^iri'd^tkil, '"^?e''tfie' broadcast 

• rfeeSivef,'^the-s6^b^li^d ^'^bcjhtfdl' uhit"' ah^ 

"user interface unit" or, simply, "user unit":'' If current 
information updates are not broadcast to the user apparatus 
' via ^elee€f om^gne tic' radiation are transmitted 
-■^(e;:gv seht'thrbu^h'^the'-'ihaii^^'V storage media) 

^' dt is^ pddsible'^ci 3xsE5^risd"\^th ' t& 'fe 

^-; similarly^^-if -the^ contirol' ttri^ ^ohh^ct^d tiD'a standard, 
CGmmet6ia:l works tatibh^ ^tlch as -^this ' Apple^ Miflntosh, the IBM 
---PG--o^r-BS/^ v-it is "h6t necessary 

r:.td include a Us'er interface unit. ----- :. . 



' •^ • -The-ebntrot- Whxtih i^-preff^^iDl^ 'sepaiately housed 

in-a-bbmpact'infetil box, corttkiif^'^thie "Wekirch -engine, 

■ decryj>tidh-' citcuitty/^^^ registers, and 

associated" cirduitfy . TkLS'-^ti^^ to 'all user 

- apparatus^ siitipli:f^ihg^-t±Je''im^ of the 

system^ ^^^he^ cohttbi' uhit i^^ p 

interfaces:' 'Dne-'^-Seisi ^ihtdrf acb^ bditimuhidat^-^ with the user 
Vdrkstatiohv- whicfa^^bah^^ the^ eitker^ the ^arici^ user 
interface- unit or a standard workstation; the other SCSI 
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interface supports the broadcast data reception unit and an 
optional data storage unit. The two-way cominunication 
capability of an SCSI bus allows the control unit to talk to 
the broadcast data reception unit, as well as vice versa, to 
reset the receiver if it loses synchronism and to set a 
receiver IP selection filter, if desired. The block 
structure of the communications of the control unit with 
other hardware components is shown in Figure 8. Not shown 
in this diagram is an electronic key port in the control 
unit for billing authorization. This port is implemented by 
another serial line or by a parallel key port. 

If. the broadcast reception unit must be arranged at too 
great a distance from the control unit to permit use, of an 
SCSI bus, as may occur if a satellite antenna is; required 
for satellite reception, the broadcast data reception unit 
may be partitioned into a reception and demodulation unit at 
the antenna site and a buffer and controller near the 
control unit. The two pieces of the broadcast data, and 
reception unit are linked by a serial link, such as. an 
RS-422 line, allowing data to be fed to the buffer and-..,,, 
controller for examination and transfer to the control unit. 
The RS-422 line is a differential input, twisted pair serial 
data cable. This transmission line is fast (one Mbit/ sec. ) 
and allows the use of a small diameter, inexpensive cable to 
connect the reception and demodulation unit with the buffer 
and controller of the broadcast data reception unit. 

Since most of the information users are normally 
located in urban areas where FM sideband distribution may be 
used, it is sensible to make the FM sideband broadcast 
receiver attach mechanically to the control unit , . probably 
using matching hardware so that the two units lock together 
with the data output of the receiver feeding directly into 
the data input of the control unit. Telephone communication 
with the central (accounting.) office is provided by a modem 
in the user's v/orkstation, where such is available, or a 
modem built into the standalone user interface unit. 
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• The' cbritrdi' Uiiit can coinmunicate with' a standard user 
'^^d^k^atiM^'vid ■ the SCiSi [ bus 1 ' "'^he 'liisT 'Ms pirotocol is well 
•iestablished' kb^tHat 'kcdt' has'^ecbirie ' tKe "ibaisie interconnect 
' "bus f o± technibai ' woJk^t^tions as VelX as 'so 

mxcr6c(Arii5Ui:ef¥- *sutB ''as the^ Apj) j^^ 'Hailrito^ Next 
' niicrbcbraputers. While it is' hcit the ' basic ' interconnect bus 
''-■^ for the^ IBM: PCS ' f aiiiily ' at^' t^ ^ised 
dh ■hi'#h p^rfoi:Sidiice''PG=^t^ SCSI Ws inters cards 

•for the IBM- PC f amily af e ireaciil^' aVdilafele* '^^he resulting 
system structtire'^ xs shown in figure '9. 

SCSI interfaces frequently have speeds in excess of 10 
^'MBits/^ec-. • To nbt "slow- down" tl^^ excessively, 
inf bnhatibh' f lowing intb' and out' 'bf^^^^ control unit is 
■ - preferably extensively buffered^ 'It is' preferable if 
-V ^^^afticies/ref6f^nb^s^'-a^^ 'sirigl^ 'Biiilties, so that 

- they are r^ad^'intb- and 'out ^bf ■ the bbiitrbi: unit '^in single 
' operation^ ^ ' Tkik fequirei^ tMt'tfae biiff eaf' b^'^large enough 
.:;rtb.;bbhta:in tli^ Vast'^hiuik bf ^articles/r^f^irihb^g. As long as 
•the a^rMble^/reJeirendeM'-^tKit U^e beifig r^tiri^v^d. are not 
image- bas^dV - a btlf f^r'^si2:e^'bf ^^^botit ^^ii^^ normally 
■'^■'■adequ-atei''^"^' ■ ' ■ • ... . 

- - Fihally, the iiser ' Ihterfdc^ Unit; 'or "us^r" unit", also 
■ebinmuhicates' -Witii' the corttrbl' iihit Via: the^ SCSI bus 

ihtetrfacev * iVs 'i^diiitibh^ above > th^ user "unit provides the 
• -mb'dM icoiriihuh the ceritrai accbuntin^ office, as 

well as access to output devices such as a facsimile machine 
^ bir printer.' it a^l^'d bbiitrbls a display sbreen, touch 
' screeh/prb^fainmab^^^ access 
(if ;>hb' touch -sci?e€in- / and 'serves t6^^:ranslate the 

' lis^r cbirimahds^ into commands • £bt the cbntfbl unit, 

- " Th^'-pres€thta;y pre^ the information 

' - distribution systenl-ac^ to th¥ present ihvention, 

' wiiidh ^prbvides both • atchivarl inforTiiatibn a:nd cuirrent, update 
" iiifbrmatiori at the" dispo^aLl- b^= ^t^^ is illustrated in 

. y^::..F£gtire'^^10i- TJ^tkiis' df^ beftairi eieitierits 'o"f thiS^ embodiment - 
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namely, the broadcast data reception unit, the control unit 
and the user unit - are shown in Figures 11, 12 and 13, 
respectively. 

As shown in Figure 10, the system comprises the control 
unit 100 which serves as a central, coordinating computer 
for the entire system. The control unit receives current, 
update information from the data reception unit RF broadcast 
receiver 102, either via electromagnetic radiation received 
by an antenna 104 or via electrical signals transmil:ted by a 
cable 106. 

The control unit communicates with all other elements 
of the system via two SCSI buses : a ..main SCSI Bus-' l-- and a 
backup SCSI Bus 2. The backup SCSI Bus 2 couples the... 
control unit with the broadcast data reception unit:'102 and 
the optional storage unit 110. This storage device 110.^ is 
preferably a high speed read/,write memory such as ai dynamic 
RAM. . ..c 

Connected to the main SCSI Bus 1 are a variety^ of '^"^^ 
storage devices such as a hard disk drive 112, floppy disk 
drive 114, streaming tape drive 116, a CD-ROM . jukebox 118 
and an optical read/write storage device 120. It is 
contemplated that current information updates may be 
supplied by a. floppy disk, or streaming tape, hence the 
requirement*" for the storage devices 114 and 116. It is 
contemplated also that archival information will be supplied 
via CD-ROM, hence the requirement for the CD-ROM jukebox. 
Information updates will be read into the system and stored 
on a hard disk for rapid access, hence the requirement for 
the hard disk drive 112 . Additional , high density storage 
is provided, if necessary, by the optical read/write storage 
device 120. 

All of the storage devices 110-120 are conventional and 
currently commercially available. 
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Also connected to the' main SCSI Bus .1 is either a 
conventxdriai wbrkstatioii i'22 , "such as ^'an IBM PC , PS/2 , Apple 
Macintosh or Next computer, or a standalone user interface 
unit ("user unit") 124 which will be described in detail 
hereinafter. The piirpose aind operation of the workstation 
122 find iisef unit" 124 are essentially the same: to provide 
a keybdafd and dispi'ay interface to "a user; to provide a 
hard ^ 'copy butjput (via printer / "fac simile machine or the 
lifceT of the ■ information selected by the user;, to provide an 
- interf ace' With'* a network '(IAN) which is connected 

to a file server 132 as well as to other workstations 130, 
monitoring devices and the like; and to provide a modem 
ihterface' tb ^ cohveritionai tele^ line- 

* ' #ih£Lliy / hard' cdp^ output* devices suc^ as a mechanical 
or liser printer, facisiiaiie machine or the like may also be 
cdhiiected tb' the iriaih "SCSI Sus iJ" In thi'^' way, the SCSI 
= ihterface-*'tj'£ the' Wer' uh^ may be 

used to output data to this hard copy output device, 

V --'"Th^-' btd^ScaWt'^^tk^' t is shown in 

detail' in Figlire 11. This unit functions 'in a quite 
' ^^cohvehtidhal ffiarihieiir td receive' ^^'a^ digital data 

J s tre-ain frbid" kii" i^ 'oi'' television car ri'ei: ' signai". This 
\ ''ini^oiTtiatioti ' is^ *'p^^^ on 'a single^ side^band, in the 

ciks^ ' 6f - FMr of iri thfe V^rticil'''biahking' ' inteirval ( VBI ) in 
^ 'the case of a video '^igiiai: ' 'Equipment of ' this type is 
• cbhvehtioh'ai ahd^ ctiirrferttly ' cbmiftercialiy*' available . 

If desired, error detectibh and ' bor ji:ec%i6h can be 
perf oriiied oh the ' d^ data istream under control 

of k Mcfoprocek^of. The' data stream 'ii^ ' th^ to 
the • control "unit ' To G via 'the' SCSI -port and SCSI Bus 2. The 
receiver may be reset if it loses synchronism \ria the SCSI 
Bus 2 and SCSI port. 

The control Unit Is, ^pure and Simple, a ^ihicrocomputer 
to which has been added a hard wired decryption processor 
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(such as a DES integrated circuit) for decrypting the 
information packages selected by the user. Figure 12 shows 
the preferred organization of this unit which includes a- 
main SCSI port and a backup SCSI port. The control unit 
also includes (1) a buffer RAM for receiving entire 
information packages (IP's) from the broadcast receiver 102, 
the user unit 124 (or another workstation) and/or from the 
main or optional storage units and (2) a working RAM for 
processing (e.g., key word matching) these IP's. 

Finally, the control unit includes a "billing register" 
which accumulates and stores the user fee and other accoxint 
and statistical information for eventual transmission to a 
host -computer at a central office. The billing register is 
preferably an EEPROM which cannot be erased or changed by 
the user. If the control unit is disconnected from the 
system and returned to the factory, the billing register 
will retain a record of the fees owed, by the user. 

The control unit operates to receive information 
packages (IP's) from a first, protected storage device, such 
as one of the devices 112, 114, 116 and 118, via the SCSI 
Bus 1 and to place selected IP's in a second storage device, 
such as its buffer RAM or working RAM and/or the backup 
storage unit 110 via the SCSI Bus 2. The processor of the 
control unit, under control of a stored program, performs 
the selection and retrieval function and stores the use fees 
to the billing register for the information packages 
transferred from the first storage device to the second 
storage device. 

Preferably, the processor also stores in the billing 
register the identity of each IP that is transferred to the 
second storage device. 

As mentioned above, a conventional workstation may be 
used to provide the user interface to the system. In 
the absence of such a workstation, a dedicated, standalone 
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user interface unit 124 may be provided as is illustrated in 
Figure '13. liike the' cpntrpl unit 100 , this user unit is 
also a conventional microcomputer which ^ includes an SCSI 
port for 'communication with the .control unit and other 
devices on the SCSI Bus IV" a' modem f or telephQne 
ddmmuiiicatioh with the central'* office host coiaputer and 
other remote systems ; and a 'LAN 'inte^^ f or commiinication 
With' 'other* 'workstations * and a file' setver 13 i2 . 

The user unit also' includes a' 'd^ta entry device, such 
as a keyboard, and a display device, such as a CRT or LCD 
-panel.- ■^'-'■-^^-^ X.j-::h::oo .yi:: , v.i...:.; : 



Pursuant 'td^ '^^ by the' con t^^ user unit 

is-capabi'e of "^ciimmuhicating^ via at& 'mddem and^^the telephone 
line with (1) *the"Kds%*c6mpu^ central office; 

('2)' ihb'ther user uM^ ijis" whicli 'is'"^^^ the user unit 

= 124;^ and 13)'^ •k''diai-^^ l^S ' ^uch as Dialog 

■or-iQexi^l '■ ' "-^^ 

• As indicated* above^^^ may also communicate 

with-a printer' •I28yfeiittier ' directly ^or via'^ the SCSI Bus 1. 

The operation of ' the ihfo'rmatibh distribution system is 
govbirh^d ' by ' a master ' ptog^^^ contained in the control unit 
100 and a subsidiary 'program^ unit 124 

(or Workstation 122) V' ^'^^T^^^ pirogram will now be explained in 
cbnrte^tibh with'rlgure " 

'^i^eh'the buffer RAM of the control unit"' is supplied 
and loaded with an IP, the s ending "^^^^^ (broadcast receiver 
or user unit) supplies an instruction code to inform the 
tontrdl unit V;hat klist :be 'done with the IP. 

The control unit first '4i:^iiiiBs^this^'ih^t^^ code 
to determine whether it came from the broadcast receiver or 
' the -us^r uiiit. 'If the instruction code came from the 
•broadcast teceiVer, the control unit de^termihe^ whether it 
should be stored as" ihfdrmatibri' received piirsua^ to a 
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specified sxibscription or as a current update to the stored 
archival information. If the IP is to be stored, the 
control unit allocates a location in the hard disk memory 
and executes a store instruction. 

If the broadcast information does not need to be 
stored, the control unit determines whether it meets the . 
user's search criteria. If not, the information is 
completely ignored and the control unit buffer is cleared 
for the next IP. 

If the user's search criteria are met, meaning that the 
user would like to view the IP on the display screen, or to 
print a hard copy, the control unit ■ initiates a sequence of 
operations which are identical to . those carried out when the 
IP has been selected and retrieved from local storage by 
means of the user unit. 

Initially, the control unit determines whether the 
user's financial account is up-to-date. If not,. the user 
unit, and thus the user, are notified and all further 
operations by the control unit are interrupted until the 
outstanding account is cleared up. . 

If the account is current, the IP identification and 
user identification are entered into the accounting 
(billing) register and decryption of the IP is commenced. 
During decryption, the IP specific dictionary is constructed 
from the cleartext information. Once the specific 
dictionary is completed, the control unit decompresses the 
IP text as it leaves the decryption processor. 

The decrypted and decompressed text of the IP is 
written into the control unit buffer. When the IP 
processing is complete, the user unit is notified that the 
IP is ready for loading via the SCSI bus.. Also, if the 
billing register is now full, the user unit is also 
notified. 
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• The'dleartext IP is then transmitted to the user unit 
■ if *it is ff^e to ireceive this informatxpn. if the user unit 
uhabi^ -Qt- lihwiiiihg' t'b "respond / ' tHe IP is temporarily 
stored into th^e 'tfack-^ unit llo'^ 

The ' pdy-p-^r-pac^^ accbunting system in the 
Infbrinatibn "distr^^ according^to the present 

^ - inveiitioh ilS'^ilid^tratea'ih Vigiire Is':'" At 'periodic 

xntervaisr'or when* th^ billing register is nearly full, the 
control unit transfers the billing register contents to the 
user unit for transfer to the central accounting office, 
•Prior to 'transfer-;, " the 'cbht^^ iinit' 'generates a verificatir 

• block key aiid determiries the' 'billing" register verification 

' block- to i^rb vide ^^ctirity f or ^trik i^illing' register - contents . 

' Th¥'}ise up th^ central of f ice via its 

modem and the telephone line and transfers' the verification 
key, billing register contents and the verification block to 
' the' central office. is checked at 

. ' tHe"'centrcLl'bfiicW ttb dnstiris - that "tr^ data is 

- validw 'If tiid^-'d4ta 'fs "niot ^ vaHd;^ 
rfefquests the -r^etransmisslori bf'the- billing data block. 

Once valid information is transmitted, the central 
>o.:.abebuntirig^ office invoices th^'^\iser fcir the information 
- selebt^d^/ £et:c^ieVed ari^ the central 

bf'fiee' cto print- 'toS^^ 'irivolceV or it can 

■ ^trai&smit ' tfie tb th^' 'liser u^^ the 
^ ' tel^hbne ^dbnhectibn *ib^^^ 

$hefe^^£"^^^V"'the central of f ice d^tefmin^s' next 
me^ssage^-key ^and tii^h -'feri^ "cle^r biliing register" 

message with this message key. The enciphered message is 
then • transmitted t^^^ uker unit which, in turn, passes it 
directly to "the' bontrol 'tikLt- ^ The control unit loads the 
' ^ -messagdr %ey/*^*debijih^ the •m^s^^ge-'^hd; carries = out the 

• ^ command tb ^l^ar the^ billing register^: ^ the control 

lihit instructs ^ 'the us4^ to terminate' the 'telephone 

connection. - ' ' 



wo 90/02382 



PCr/US89/03474 



41 

In the case where the information packages (IP's) are 
transmitted by broadcast, the total length of an IP header 
block is preferably 64 bytes. The first 12 bytes are a 
synchronization string to allow a receiver to synchronize to 
the broadcast data stream. The next 2 bytes are the block 
count of the IP (its length in units of 32 byte blocts, not 
including the header block) • The next 12' bytes are a 
message key. The following 22 bytes contain the article 
identification and classification information. The next 8 
to 12 bytes are a checksum for the IP described by the 
header.. The 'last 8 to 4 bytes are a checksum of the IP 
header itself. These checksums allow the validation of the 
IP and the IP header. 

It should be emphasized that the IP header format may 
be varied, as desired, in accordance with the system 
requirements. 
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The prefer^^^ iii the following 

Table:' " . . " \ ^ ' ' 

TABLE I 



' ' ' \ Broacicast IP Header 

XXXX .\ . .... . 

■ 'XXXk" synchronization block 



XX:...: •= .IB hlocM doiint ^ ^ 



XXXX message Key 

XXXX 



XX . . 

XXXX ' ' ■ 

XXXX IP identification and .-^ '-i 

XXXX classification information 

XXXX 
XXXX 



XXXX 

XXXX IP validation block 

XXXX 

^^XXX IP header validation block 
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In the case of archival information packages (IP's), 
much less header information is needed. If the user 
software accesses the abstracts/headnotes r the information 
that is needed in the IP header is the message key, an IP 
identification number, and an IP validation block. This 
permits the use of a 32 byte header block. 

The IP according to the present invention thus has .a 
simple 3 part structure: The header block, the compressed 
dictionary, and the text block. If H represents the header 
block, D represent data blocks in the dictionary, and T 
represents data blocks in the text portion of the IP, the IP 
can be diagrammed in the following manner. The simplest 
structure for the IP is the header, followed by the 
dictionary, followed by the text block: 

HDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDTTTTTTTTTTTTTTTTTTTTTTTTTTTT 
TTTTTTTTTTTTTTTTTTTTTTTTTT'^TTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTT''^ 
If block transposition is used to disrupt the message 
structure and increase the cryptographic resistance of the 
system, this simple structure is made apparently random, 
although the header will still appear as the lead block: 
HTTDTTTDTDTTTTTTTTTDDTTTTTTTDTTTDTTTTTDTTTDDTTTTTTTTDTTTTTD 
DDTTTTDTTTTTTTTDTDTTDTTTDDDTTTTDTTTTDTTTTDTTDTDTTTDTTTTDTDT 
DTTTDTDTTDTTTDTTT 

In this case it is necessary to use the keys to determine 
the transpose mapping so that the blocks can be fed through 
the decryption and decompression processors in the correct 
order . 



The accounting (billing) register structure is also 
quite simple. This register contains a list of user access 
codes (if any) , the associated IP identification numbers, as 
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"^^^ P^^esr if desir^^^ the central 

billing off ice, can look the its central 

databank/) The advantage of. prpyidin^.. IP. prices at the user 
site is for user convenience, in selecting, .e IP and to 
maintain a* local billing .total that" registers the current 
total" billing 'amount. It' £s unlikely that publishers will 
want any more information be provided to users, 12 bytes 
are adequate' for Identifying a^ given IP and 4 bytes are 
aaeqxiaLte to identify^ arf 'arbitrary ti^ei:. 'Thus /'the billing 
;f:egistetr pi^eferabj^. has^ the =fol lowing-; sfcru^c 

TABLE li 

Rvcft .^(^.^ I:..! :I . i^^^ 

, u'd' tf'u' f ir I 'i I'i'i'i I'^i'i i'' 



u u tj' u I I i i i ' r i I I I i i " 
^Ihv;:this^ Table ^- reE)resehts - the- usdr I Bytes Afid I 
represents the ,JP....i.cJen^^^ given IP. The 

billing register is preferably implemented either as a 
* battef y-backed 'dMO'S l^^ chip of a^ an'' EE^ROm/ which is 

i.. .capable^of . .lifetimes v^f : = 10, 00b--^e^^ -(^200* ye^rs at 1 cycl 

„, .per .week)-.- • ^ ^ .. ..-r- 

As needed ■ and desired by users 6'f the information 
distribution system, other optidhal feattires -^^^ be added to 

G^^c:v^3^^^J^^aB*^8?'^f5-P^ in the 

control u?iit and user iinit.., , ;. Par providing a 

. , suitai?l^..e?ici^pti^ a document., gene^ by a 

user may be encrypted for its protection and security while 
stored in the system, e.g., on the hard disk 112, and 
subsequently dec.rypted and :0.vit. . as cleartext by an 

authorized user . .(recipieint.), . Instead of providing an 
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encryption algorithm, it is also possible to use 
encipherment capable integrated circuits with the associated 
encipherment ROMs. 

The status in the system as an encrypted user document 
is preferably defined in a document header block, which can 
also include identifying information on the sender as well 
as the intended recipient (authorized user) of the docximent. 
When the document is retrieved, the user unit, or control 
unit, is caused to look up the appropriate key, decrypt the 
document, and add a fee to the billing register. The agreed 
upon key is preferably supplied to the control unit when the 
document is entered allowing the control unit to generate a 
message key and encrypt the document with the enciphered 
message key. The user unit then constructs the. header block 
from the message key, the document validation block, 
provided by the control unit, the document identification 
information, the sender and recipient information, and the 
header validation block, which the user unit calculates. 

The information distribution system according. to the 
present invention also lends itself to monitoring and 
controlling the use of information. This function is most 
easily accomplished by. requiring each user to enter a 
personal identification code (PIC) into the. system via the 

user unit keyboard. Stored wirhin the system, for example 
in the working RAM of the control unit, are the PIC*s of all 
users who are authorized to receive information. The 
processor of the control unit thus compares the PIC entered 
by each current user v/ith the PIC's of the authorized users 
and enables operation of the system by the current user if 
these PIC's are equal. 

In any case, by maintaining a record of the PIC of each 
current user, this PIC may be added to the billing register 
in association with the identity of each IP retrieved from 
the system by that user. The identity of each user of the 
system, as well as the IP's retrieved and the type and 
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"tben, ,be,,tjransiaitted to 
the central office together j/i-t^ tl?.^ -.user r fee information. 

:• ro:t—^°^-^ :?P*:^wv ^i^.^."^"?;? f^sily designed into the 
>. . according; .tG> .; the present 

. :«=a.ll a. remote host computer, 

or a dial-up dat^b^se,. fpr,info^ma^^ which, is not stored 

.^^is .i5,,aC!?ompl:is telephone 
■^^"v ^ tlie;:U.ser: unit,.. : Preferably, a 

^^^^^^ -^^.^R^^rCaU^to a remote 
dataiDase' ;and such ^ trans a£:t;io,n record- is, stored in the 

■• ; ^^■'■^h.^/ "^.f^^" ^^&J^'^^'=i^^^^^^^m: tP:, the central 
of if ice. 

.-. ;. ,f ^^.ture ,of - the, .inf orma 

./'^^^:^5^^'^^ion syste^^^^ accprding .tP . ,t*e.. inyenti^^^ the user 

>5i^%.5^.!^ransniiV %fprmaUpn.., packages (I^ to a 

^«=^Ptf?l:0^:in:Cleartext form. 

J^ff5' ■^^ff Ise.eff^qtfd. via .telephone line 

with aid of the modems at the respective user units, and a 
, "^.^5 ^.^.^..™fy .^f..^dded, to. th^^ 

: .. . ^^^■'■^■ 5^^^!^ 9^:^ information 

distribution system accor^ ^j^^ 

user unit may be integrated' into .a local area, network (LAN» 
and may communicate directly with other. . workstations and/ot 
a file server by its LAN interface. As, indicated 
previously, a record of '^11 transaGtion?. witl?, other work- 
stations and a. fil^ ^seryer inay bp m^intaijied in the billing 
register for .periodic .,l:i^?^nsmis^sipn,.to . th^ office . 

— ^^j'^ user 
unit, other workstations ^nd. W f ile serjv^r . la^y; be integrated 
with the IP • s stored in the local storage devices of the 

^,^f.^5n^"^^°" -f 05.. tney may be segregated 

and stored i^n .separate ^1^ or .devices, at the local 

.?.^®^^"^.lyr .l^ser fees, are charge.d . for .certain 
information package^ (IP's) supplied to the local site, 
while other IP's, suqh. as documents generat^^d,, by the user, 
may be stored in the system and retrieved by the user 
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without the assessment of a user fee. 

There has thus been shown and described a novel 
information distribution system which fulfills all the 
objects and advantages sought therefor. Many changes, 
modifications, variations and other uses and applications of 
the subject invention will, however, become apparent to 
those skilled in the art after considering this 
specification and the accompanying drawings which disclose 
the preferred embodiments thereof. All such changes, 
modifications, variations and other uses and applications, 
which do not depart from the spirit and scope of the 
invention are deemed to be covered by the invention which is 
limited only by the claims which follow. 
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CLAIMS 

What IS claimed is: 

V* \. ' 1." Apparatus for distributing information to a user 
^^.JP^ ^^^^^'^^i^? ,fi^;^^9f?lly fp^ the information selected 
: and ^received -by the usei?, said appatattis comprising, in 
cbmbihatibn: ' ' 

. (ai. -first/. protected storage means'' fbr Storing 
inforTnatioh for subsequent selection and" retrieval; 

(b) second storage means for storing information to be 
received by the user; 

(c) means for selecting and retrieving information 
from said first storage means and for transferring such 
information to said second storage means; and 

(d) means, responsive to said selection and retrieva. 
means, for accumulating use fees for the information 
transferred to said second storage means, 

v/hereby the user can be charged for the particulcir 
information that is received and used. 

2. The apparatus defined in claim 1, wherein said 
first storage means includes a CD-ROM. 
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3. The apparatus defined in claim 1, wherein said 
first storage means includes at least one of a hard magnetic 
disk, magnetic tape, optical tape and electronic paper • 

4. The apparatus defined in claim 1, wherein said 
first storage means includes an optical read/write memory. 

5. The apparatus defined in claim 1,. wherein said 
second storage means includes a random access memory (RAM) . 

6. The apparatus defined in claim 1, wherein said 
second storage means includes a hard disk memory. 

7-. - The apparatus defined in claim 1, wherein said 
selection and retrieval means includes a program controlled 
microcomputer . 

8. The apparatus defined in claim 1, wherein said 
accumulator means includes means for storing the accumulated 
use fees. . ■ 

9. The apparatus defined in claim 1, wherein said , 
information stored, in said first storage means is arranged 
in a plurality of information packages (IP's) and wherein 
said accumulator means includes means for storing the 
identity of each IP that is transferred to said second 
storage means. 

10. The apparatus defined in claim 9, further 
comprising means for entering a user-specified account 
identification, and wherein said accumulator means further 
includes means for storing said account identification in 
association with the identity of an IP that is transferred 
to said second storage means. 

11. The apparatus defined in claim 1, wherein said 
information stored in said first storage means is arranged 
in a pluraliry ox information packages (IP's) and wherein 
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said acctnaulatdr iheahs includes means for accumulating a 
standard ^tlSe^ fee 'for ' each, to said 

^ -secdhd'' s"fe6±a'g"e 'm^ '^-v- '"- 

riZ, The apt>aratus' def ^^^^ in ^ claim 1, . wherein said 
inf drinatioh stbf eci ' in said' first ' storage ' means is arranged 
in a plurality of information packages (IP's), each IP 
having -a' header^ 'ihcludirig' the dpecxf ic ' use fee associated 
witii th'at' 'IP; ^nd wherein'* saic! aadumulator means is 
operative to add a specific use fee associated with an IP to 

- the ^ accumulated bki^^ when that ij> 'is transferred to said 
•second stdrage means: • ' " 

^--13 ; -^The''a^5parattis''^ 8, wherein said 

aisct&iulatbjr ' means" ''iiic'ltidle^'m for * determining the use 

fees in dependence upon the length' o£ * the information 
transferred to said second storage means, 

V ^ 1^4r "^e 'a:^^Sratu'^' defiriecT in claim 1, further 
comprising means for receiving information transmitted from 
a remote location and means for storing the transmitted 
ihf odmitidh in first stoirage rridkh^V" ' 

: i : ' . ..2;s : • 'The' apESkiratus^ iSiSf irteS 'iif claim' 14 , ' wherein said 
•receiving-^ in^^hs -'id^^ ari^ BF''tk6kx\r^', ''kh&^ said 
irifdifmci-tidh'' i's biroa "3a^id r4mbte location. 

16. The apparatus defined in claim 14, wherein said 

- receiving irie'ahs--'=^x^' a '^^^c ■ifiteirzicfe , and wherein said 
•information 'is ^tranismitt^d' ^via'^ahie^'^ remote 
•'Idcatibni' a :■■:^;.•,n■^:' .>.:^ . " ^ ..t ■ 

' 17. The apparktus^-'def iiie^^^ cliim' i'4 , wherein said 
information transmitted '-f r brii" a' ' r'dihd^^^ is arranged 

in a plurality of information packages. (IP's) with each IP 
including an ' idehtif ying''-te dnd wh^tein said receiving ' 

meah3 includes- means^^fbr ■^■fei^cting desifkd information for 
storage in ' said " fiifst '^s^ iheahs l " ' ' 
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18. The apparatus defined in claim 1, further 
comprising means for electronically reading information 
transmitted from a remote location via electronically 
readable media. 

;19, The apparatus defined in claim 1, wherein said 
accumulator means includes telephone line interface means 
and means for transmitting the accumulated use fees via said 
telephone interface means and a telephone line to a host 
computer at a central accounting office. 

20. The apparatus defined in claim 1, wherein said 
information stored in said first storage means is arranged 
in a plurality of information packages (IP's) with each 
different IP including a unique IP identifier, wherein said 
accumulator means is operative to store the IP identifier of 
each IP which is transferred to said second storage means. 

21. The apparatus defined in claim 20, wherein said 
accumulator means includes telephone line interf ace'%eans 
and means for transmitting the stored IP identifier^ via 
said telephone interface means and a telephone line to a 
host computer at a central accounting office.. 

22. The apparatus defined in claim 1,. further 
comprising means for entering user personal identification 
codes (PIC's), and v/herein said accumulator means further 
includes means for storing the PIC of each apparatus user 
for whom information is transferred from said first storage 
means to said second storage means. 

23. The apparatus defined in claim 22, further 
comprising means for storing the PIC * s of all users who are 
authorized to receive information by means of said 
apparatus; means for comparing the PIC entered by each user 
with the PIC's of the authorized users; and means for 
enabling operation of said apparatus if the PIC entered by a 
potential user is equal to a PIC of an authorized user. 
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' .1.?*: . '^)^«,.*PP«^*ttts' defined in claim 9,, further 

''^evis^fpr ^entering _uSer .^jpersonaj. identification 
codes * (PIC'S) ;■ and wherein said 'accmuiatpr means further 
includes means for storing the Vic'of each" apparatus user in 
association with the identity of each II> that is transferred 
by such user from said jE:irst'storag means to said second 
' storage means'. 

^■^'• ' V '^Ke' apparat^^^^ claim.'' 22 ,. wherein said 

accumulator means includes 'telephone line' interface means 
and means for transmitting the stored PIC's via said 
telephone inter face' m^ line to ^ host 

coftputer'at a central' accountin^^^ 

26, The apparatus _ wherein said 
accumulator means^ f urtli'^r inciudes mean? ' f p'r .. encrypting the 
accumulated use fee in'fo^^ said central 
host computer. 

27. ■■ The ■api)aratus defined claim '21, wherein said 

•ae'ctMuiatbr means'iuttfifer includes" means .for encrypting the 

IP identifier information transmitted to said central host 
computer.' " ' " " 

. ■ " ■ ' ^S". '' The -apparatus defined' in claim 25, wherein said 
^'^c^i'^i^^tor meaiis fuitiaef includes mdans ' for encrypting the 
•I*ic infbimatibn transmitted to ' sdid central host computer. 

^2§-.' ' TK§ apparatus deiihed -in claim 19, wherein said 
accumulated tisi ' 'i'ee ihfo^matidn ■•is 'tr^ spontaneously 
and periodically at prescribed intervals. 

,^.°*.,. ^^.^^^^^"^^ defiiied in claim 21, wherein said IP 
idehti^i-feir ihfbrmatioh "is iiransmitW spontaneously and 
peribdicaliy at' prescrib'^d Ihtervai's 
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31. The apparatus defined in claim 25, wherein said 
PIC information is transmitted spontaneously and 
periodically at prescribed intervals. 

32. The apparatus defined in claim 19, wherein said 
accumulated use fee information is transmitted spontaneously 
when the accumulated fees reach a prescribed, amount. 

33 . The apparatus defined in claim' 19 , wherein said 
accximulated use fee information is transmitted in response 
to a received inquiry. 

34. The apparatus defined in claim 21, wherein said IP 
identifier information is transmitted in response to a 
received inquiry. 

35.. The apparatus defined in claim 25, wherein said 
PIC information is transmitted in response to a received 
inquiry. 

36. The apparatus defined in claim. 33, wherein said 
inquiry is transmitted by telephone from said central host 
computer. 

37. The apparatus defined in claim 
inquiry is transmiitted by telephone from 
computer . 

38. The apparatus defined in claim 35, wherein said 
inquiry is transmitted by telephone from said central host 
computer . 

39. The apparatus defined in claim 33, wherein said 
inquiry is transmitted by RF broadcast. 

40. The apparatus defined in claim 34, wherein said 
inquiry is transmitted by RF broadcast. 



34, wherein said 
said central host 
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. . . * '^'^.^f^ wherein said 

inquiry is transmitted' by RF^broadqast ^ 

• ^PP^^^t^^f,.*^-^fi^^d in ...claini 1, wherein at least 

•'a portion of ' sai'ci xnfom in said first storage 

means is encrypted, and wherein" said apparatus further 
cbitijirises means, responsive to said selection and retrieval 
means, for decrypting the information selected and 
"retirieved. 



43. The apparatus defined in claim 1, wherein said 
first storage means includes security means for preventing 
'the Irifdiiiiatlbn ' stored 't!iereiii''to " be r"ead out. by anyone 
othei" than an authorized user^ 

. ^ ^h^. ^PP^atus defined in claim 14, wherein at 

least ^ portion of ' the xrif ormatxon received, by said receiver 
means " Is Encrypted, " and" wherein said^ apparatus further 
comprises means, responsive to said selection and retrieval 
means, for decrypting the information selected and 
' ''"^iretrieved: ' ■ • - 

45. The apparatus defined in claim' 1,* wherein said 

second storage means includes , means for reproducing a 

■^^ user-visible"'^dopi^^'6f thg- ihf^^ stored in said second 

'storage!" '"rheiart^. ' ■ > ' ■■: -.^^ '-^-^ 

46. The apparatus defined in claim 45, wherein said 
• ' ' reprbdiicing means ' is ^ a printer . 



47. The apparatus defined in claim" 46', wherein said 
reproducing means is a facsimile machine. 

48. * ' The ' aii^p aaf atiis de f ined' in "claim I , further 
comprising telephone line interface means; third storage 
means; meains^for calling a remote host computer via said 
telephone lih^'-interf ace means and requesting transfer of 
selected information from said host computer to said third 
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storage means; and means, responsive to said calling means , 
for storing a transaction record of the information 
transferred from said host computer to said third storage 
means. 

49. The apparatus defined in claim 48, wherein said 
information transferred from said host computer is arranged 
in a plurality of information packages (IP's) and wherein 
said transaction record includes the identity of each IP 
that is transferred to said third storage means.. 

50. The apparatus defined in claim 48, wherein said 
host computer includes at least one database, and wherein 
said transaction record further includes the identity of the 
database from which said information is. transferred to said 
third storage means. 

. . 51. The apparatus defined in claim 49, further 
comprising means for entering a user-specified account 
identification, and wherein said means for storing a 
transaction record further includes means for storing said 
account identification in association with the identity of 
an IP that is transferred to said third storage means. 

52. The apparatus defined in claim 48, wherein at 
least a portion of said information stored in said third 
storage means is encrypted, and wherein said apparatus 
further comprises means for decrypting the information 
stored in said third storage means. 

53. The apparatus defined in claim 48, wherein said 
third storage means includes security means for preventing 
the information stored therein to be read out by anyone 
other than an authorized user. 

54. The apparatus defined in claim 1, further 
comprising local area network (LAN) interface means; third 
storage means; means for accessing a data storage file 
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server " ■ — ^ 



^^^^ ^.^^-.^^f^^..^^ interface means a^^ transfer 
of "selected ififo^ data Storage file server 

to said third s'tor age' ^ means; and means, respon to said 

accessing means, for storing a transaction record of the 
information transferred from said data storage file server 
to sai'd third storage means'." 

. " \ " ai>paratps de^ in ciaim, 54 , * wherein said 

irifoirmatidn^ data storage file server 

"IS arranged" in a* plurality of information packages (IP's) 

.5^^^ transaction record.^ incljides the identity of 
• each' fi> tiiat is ^ transferred;^ to storage means. 

'^..^^^^^ said 
data storage file server includes at le^^^^^ data file, • 

and wherein said transaction 'recorci'' fur includes the 

identity of the da^a file from which said information is 
transferred to said third ' stof^^^^ 

^ ^ app'afatus defined in "claiin! 55, further 
comprising means entering 'a' user-specified account 

ideri-tif ibation, and wherein said; means " for storing a 
transaction record further inciude's means for storing said 
account identification in association with the identity of 
an IP that is transferred to said third storage means. 

58. ^ The apparatus defined in clk^ 54, wherein at 
least'a pbftion of ^aid information stored in said third 
storage means is encryptedV'and 

further comprises m6ans for ' decrypting the information 
stored in said third storage means. 



59. The apparatus defined in claim 54, wherein said 
third storage means ihcluiies'' security for preventing 

the information scored tkef ein '^tb out 'by anyone 
other than an authorized user. 

'60. The apparatus 'defined in claim 1, further 
comprising ' teiepnbh^ line interface' means ; and information 
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transfer means for calling a remote computer, via said 
telephone line interface means, and requesting transfer of 
selected information from said second storage means to said 
remote computer • 

61. The apparatus defined in claim 60, wherein said 
information stored in said second storage means is arranged 
in a plurality of information packages (IP*s) and wherein 
said accumulator means includes means for storing the 
identity of each IP that is transferred from said second 
storage means to said remote computer. 

62 • The apparatus defined in claim 60, wherein said 
accumulator means is responsive to said information transfer 
means for accxamulating use fees for the information,, 
transferred from said second storage means to said remote 
computer. 

63. The apparatus defined in claim 61,. further 
comprising means for entering a user-specified account 
identification, and wherein said accumulator means-further 
includes means for storing said account identification in 
association with the identity of an IP that is transferred 
from said second storage means to said remote computer. 

64. The apparatus defined in claim 60, wherein at 
least a portion of said information transferred from said 
second storage means to said remote computer is encrypted. 

65. The apparatus defined in claim 60, wherein said . 
information transfer means further includes means for 
receiving information via said telephone line interface 
means from a remote computer and for storing such 
information in said second storage means. 

66. The apparatus defined in claim 65, wherein at 
least " a' portion of said information received from said 
remote computer and stored in said second storage means is* 
encrypted, and %i7herein said apparatus further comprises 
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me^s ior decrypting said from said 

remote computer 

67. The apparatus defined in "cla^^^ further 
comprislri^^ information 
prior to tirahs" f ef ' to 'saiS ^remote computer 1" 

' 68. A method for providing information to a user 
'cbmpirisifig "the steps of: ' ^ - 

providing user access to a large quantity of 
ihfbrmaitioh; ' ' ' '-^'^ 

(b) ' "'peiihitting seiec^^^^ a user of desired, 
specific; infofmatidri "from said large quantity; 

(c) maintaining a running account of the information 

' ■"selecte?d"lii'^st:^p^^'(&^^ : ^ . ■ . ; 

'(^)'"^"*='^ncellihg at least' 6n6 6'£ steps ' Uj and (b) if 
^payirterit ibr the Selected ^ ihiormatidn i by the nsi 

on^a'tlmely basis. * ' ' ' • • -"^ • 



69. The method defined in claim 68 ^ wherein said large 
•^ahtity of 'information iS cryptographically encoded, and 
vHereiri-^t^pS. (a) aiid ^ (br' include' the step of decoding said 
'specif ic"^ ihfdrisiatioiiv 

' '70; 'the *^met'h6d defined in' claim 68 wherein step (a) 
■'■■ihcludey ''tfi^ st^pis 6f':'' ''^ ' ^.'i":^:.:" ' ^ ^ :-:-:::o :. 

(iy p'i^ovidlht^ arch£\%i 'iri on local 

storage!* ' aSd'^--'''^' ' ■ 

"'^ '* ' ('2')* prb'x^iding 'lipdates to said* archival 

inf drmatidit ^t f reiqUeht , periodic intervals 
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71. A system for distributing information to customers 
of an information service company ^ said system comprising in 
combination: 

means for transmitting a stream of data to .a plurality 
of customer terminals at remote locations; and 

a plurality of customer terminals adapted for operation 
by the customer at locations remote from said transmitting 
means, each customer terminal having: 

(a) means for selecting data from said data 

stream, 

(b) means for storing the selected data, and 

(c) means for accumulating charge information 
corresponding to the selected data that has been stored so 
that the customer can be charged for the particular data 
that was selected. 

72. The system of claim 71, wherein the stream of data 
that is transmitted is encrypted and each customer terminal 
has means of decoding the stream of data. 

73. The system of claim 71, further comprising means 
for transmitting a signal to the customer terminals that 
actuates the means for accumulating charge information to 
provide a report of that charge information- 

74. A system in accordance with claim 71, further 
comprising accounting means for receiving charge 
information, means for recording payments, and means for 
authorizing access to said date stream; and wherein each 
customer terminal has programmable means responsive to said 
access authorising means for obtaining access to the data 
stream . and means for reporting the accumulated charge 
information to said accounting means. 



60 

■ "^S. A teriaihai for an in^ptmatioh^ distribution system 
Having a means- ' for '''-triinsm^ ^^^a to the 

terminal, said terminal comprising'inearisib^ "selecting data 
from said data stream; means for storing the selected data; 
•and means for dBctimTiiaHhi-' bhargr infbfma^^ corresponding 
to' the -seledted' d^ita tfiStt^'ha^ been stored- so that the 
customer can be charged for the particular data that was 
selected.- • • ■ ■ .. ... 



76. -The- custoijier' te^^ eiaim TS;'' therein the 
data is stored by printing a hard copy of the data. 

77. The customer terminal of claim '75, Wherein the 
data is stored by displaying it for viewing by the customer. 

78. The customer terminal of claim 75, wherein the 
•■•selected data ii ' stored ^^Wsing voice synthesis for 

' repo'rtirigf-the date to' th^- customer :' " ' " ' ■ ^ ■ 

79. The customer terminal- ^f Olaiii ' 75 ,''' Wherein the 
selected data is stored in machine-readable form. 

■ • 80 . ■ Th'e custoiner •temiha'l 6f ciaaiii- 75 , further 
comprising- a pfbgt^abie dedbdei:-' adapted to' the programmed 
to decode a selected one of a plurality of codes, said 

■^selefcted code -being selected in: response' to instructions 

■ supj^lied-tb-^aie--cus 

.::r8li.,.;.,::A> hie-tHdd f-6r distributihg '-ihf oj^^^ to customers 

comprising the steps of: 

(a) transmitting- a- streiELm- 6£ iri^^^ a customer 

terminal at" a' remote Ibcatiohr --- -'^^^^^ -' ■ ■ ' 

. : .• , (b,)-' ^'^selecting data : f b'lf^ stbragie kt-^-ciJie' 'remote location 
from : the stream- data- received by- said custbiner terminal; 
and' ■ ■ • ■\-r • ■ ■ . . 
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(c) reporting what data has been selected for storage 
from the remote location to a central accounting facility, 

82. The method of claim 81, wherein the stream of data 
that is transmitted is encoded and further comprising the 
step of decoding the stream of data at the remote location. 

83. The method of claim 82, further comprising the 
step of authorizing continued storage of data at the remote 
location from the central accounting facility; and supplying 
a code for decoding the stream of data to the remote 
location in response to the authorization provided by the 
central accounting facility. 
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